
Chapter 3. Writing and editing are human endeavors

“For me, good editing is a … testimony that one’s words  
are worthy enough to require close attention.”	  
—James McConkey, Nurture for the damn ego

“Tact is the ability to describe others as they see themselves.” 
—Abraham Lincoln

“Writing, in a way, is listening to the others’  
language and reading with the others’ eyes.” 	  
—Trinh T. Minh-Ha, Woman, native, other

If  you believe that editing involves nothing  
more profound than correcting typographical 
errors and changing words or phrases to suit 
your personal taste or the dictates of  someone’s 
style guide, your editorial career will be short 
and inglorious. In reality, editing is about help-
ing our author colleagues communicate clearly  
with their audience in a manner that makes both 
the author and their employer look good and 

that satisfies the audience that they’ve under- 
stood the author. We achieve this happy result 
when the audience understands the intended  
message with as little mental effort as possible; 
important messages may be challenging indeed, 
but their presentation must never be. To achieve 
this goal, we must also communicate effec-
tively with authors, because writing is a human  
endeavor, and most authors are both proud of  
what they’ve accomplished and deeply inse-
cure about the quality of  their writing. When 
we take on the role of  editor, our work can eas-
ily be seen as critical of  the author, since the  
essence of  our role is to find errors and thereby 
demonstrate the author’s fallibility. Sometimes 
we must alter their writing quite dramatically to 
achieve the goal of  communication with read-
ers. How can such an activity not damage the 
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author’s self-confidence, bruise their pride, and 
anger them?

The answer lies in turning editing from an 
adversarial activity, in which we become the  
author’s nemesis and unflagging critic, into a 
partnership in which the author clearly sees us 
as their ally in the struggle to communicate. An 
editor and author working together can achieve 
synergies that neither could achieve alone. We 
editors may be unable to write an original work, 
but are well equipped to detect flaws or gaps in 
the writing that authors cannot detect because 
they lack the necessary critical distance; the  
authors, of  course, are experts in the concepts 
that they want to communicate. As editors, we 
have training that most writers lack in how to 
detect and correct flawed writing, and the desire  
to put those skills to work in the service of  our 
authors. The author–editor relationship is clear-
ly a human relationship, and editing is equally 

clearly a human interaction. To become a truly 
effective editor, we must thus engage in a mutu-
ally respectful dialogue with the author.

In this book, I’ve defined onscreen editing as 
editing without a pen by using a word processor  
or similar tool. It doesn’t matter whether the 
edited text will eventually be printed or will  
remain forever on the computer screen. Success-
ful onscreen editing requires more than merely 
altering text in a word processor; that would be 
no more than rewriting or revising the manu-
script. Rather, the approach must preserve and 
enhance the author–editor dialogue by using 
technology as a way to facilitate this communi-
cation, not as an end in itself. In using this tech-
nology, we must constantly strive to go beyond 
simply facilitating our editorial tasks; we must 
also make it easier and more effective for authors  
to revise their manuscript in response to our 
suggestions.
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Modern word processing technology pro-
vides impressive results, but does not inherently  
encourage or discourage a dialogue between 
author and editor. In particular, current word 
processors provide little or no support for simul-
taneous revision of  a manuscript by several  
people. This turns the dialogue into an exchange  
of  messages, often separated by considerable 
time—the equivalent of  collaborating on a job 
using handwritten letters rather than a tele- 
phone or putting our heads together over a ream 
of  paper spread across a desk in the author’s  
office. Although this approach permits the give 
and take that is part of  any such dialogue,  
it does not promote this dialogue and cannot  
replace a true discussion; in a discussion, the  
author and editor can immediately respond to 
each other’s concerns and reach an acceptable 
compromise. That’s an unfortunate lack, because  
such discussions reinforce the feeling of  a true 

partnership and help authors and editors to 
see each other as allies rather than adversar-
ies. For this reason, I encourage you to develop 
an approach in which you encourage authors 
to identify any changes they disagree with and  
discuss them with you. In this manner, you have 
a chance to explain your concerns (i.e., why you 
originally proposed a change), emphasize that 
other readers are likely to encounter the same 
problem, and propose one or more solutions; in 
turn, the author has a chance to explain what 
they were trying to say, and to adapt your sug-
gestions as required to accomplish their goal.

This is all very well in theory, but authors 
and editors are both human, and prone to all 
the flaws that afflict human communication. 
We all have annoyances, prejudices, fears, and a 
measure of  unfamiliarity or discomfort with the 
unique editorial process that develops in each 
author–editor relationship. Ignoring these prob-
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lems ensures that we’ll fail as editors. An author 
may never learn to like us, or we may dislike an 
author’s stylistic and other choices, and this fric-
tion will inevitably raise the level of  tension. This 
tension makes communication more difficult,  
but should never be allowed to prevent com-
munication. We must remember that our role is 
first and foremost to help authors communicate 
with their audience; we do so by helping authors 
make effective choices, but in the end, the author  
has the final say. (Only in a few workplaces such 
as magazines do we have the authority to over-
rule authors, and even then, we must use this 
power judiciously.) Our editing must thus show 
sensitivity to the author’s feelings, must tactfully 
point out and explain problems, and must sug-
gest solutions that let the author feel their voice 
is appreciated and preserved. This approach 
helps authors to recognize the value of  editing,  

and encourages them to work with us in a friend-
ly or at least professional way.

A standard process
The overall process of  editing on the screen 

is much the same as the process of  editing on 
paper, but with a few quirks related to the com-
puter medium. In this section, I’ve presented 
a simple overview of  a process used by many  
editors that has worked well for me for some 20 
years, and that should work equally well for you 
with a little modification to suit your personal 
tastes and unique circumstances. Most of  the 
steps in this process should be familiar to any 
experienced editor, but if  you’ve been skipping 
a step, I highly recommend giving it at least 
one try. Each of  these steps solves an important 
problem, and avoiding any step may someday 
cause you considerable grief. The goal of  the 
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process is to ensure that you understand what 
is required of  you, that the author shares that 
understanding, and that you’ll be paid fairly for 
the work you do.

Determining your pay rate

If  you’re working for the same employer as 
your authors, you probably won’t be charging 
them for your time. Thus, most of  this section 
on setting fair rates of  pay won’t be relevant to 
you. However, editors in some workplaces are 
treated as a cost center and editing expenses 
are charged back to the author’s budget. Since 
the accounting methods used to determine this 
chargeback vary widely among workplaces, 
I can only suggest that you talk to the appro-
priate manager at your workplace to learn the  
details of  how they handle chargebacks. You 
may not be able to change this system, but you 
may gain some insights into pricing that will  
inform your relationship with that manager.

Editing should be a profession that brings 
us considerable joy and intellectual satisfaction, 
but it must also earn us a living and should never  
be the sole source of  joy and satisfaction in  
anyone’s life. Each of  our lives offers a strictly  
limited number of  hours, and that number de-
creases steadily, hour by hour. The rate we 
charge for our work must thus compensate us 
adequately for spending an hour of  our time 
on someone else’s priorities rather than doing  
something else that we’d rather be doing: spend-
ing time with a loved one, reading a good book, 
or traveling to distant lands. As Henry David 
Thoreau observed, “The cost of  a thing is the 
amount of  what I will call life which is required 
to be exchanged for it, immediately or in the 
long run.”

On this basis, I set a standard rate for my 
time that is unaffected by the nature of  the 
work an author asks me to do: whether they 



Chapter 3: A human endeavor–

– 17 –

want me to check the page numbers in a lay-
out or rack my brain rewriting a document 
from scratch, an hour of  my time will cost them 
the same amount. Other editors set different 
rates for proofreading, copyediting, and sub-
stantive editing. Except where this is mandated 
by an employer’s pricing policy, and they have 
no bargaining power to negotiate a change, I 
don’t understand their rationale. An hour spent 
on any of  these activities is an hour we can no  
longer spend on our own priorities, and we 
should be compensated for that lost hour.

There are obvious exceptions. The most  
important arises when we really need the work, 
and are competing with other editors willing to 
work for less money. In that situation, we must 
choose a rate we can justify to the client because 
if  we fail, they’ll take their work elsewhere,  
particularly if  they don’t understand the value  
of  our work and will award a contract solely 

on the basis of  price. The only good solution to 
this predicament involves developing an under-
standing of  the going rates in our part of  the 
world or in our field (i.e., what clients are will-
ing to pay) and a matching understanding of  
the competition we face (i.e., what rates we’ll be 
competing against). Organizations such as the 
Society for Technical Communication (www.
stc.org) and local groups of  editors such as the 
Editorial Freelancers Association in the U.S. 
(www.the-efa.org) and the Editors’ Association 
of  Canada (www.editors.ca) are good places to 
learn this information.

If  you’re willing and able to do pro bono 
work, then by all means feel free to award cer-
tain clients a much lower rate than you’d ordin-
arily accept. For example, lately I’ve been work-
ing with an expanding network of  authors in 
China, and given that Chinese budgets are so 
far below those in North America, I’ve chosen 

http://www.stc.org/
http://www.stc.org/
http://www.the-efa.org
http://www.editors.ca
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to accept less money for my work in exchange 
for the pleasure of  establishing an ongoing  
relationship with these authors. Similarly, it may 
be possible to offer lower rates for work that we 
particularly enjoy and could never obtain if  we 
charged our standard rate; literary editing is a 
good example, because this work generally pays 
far less than technical editing but offers other 
compensations, such as the satisfaction of  help-
ing authors tell a memorable story.

How do you set a rate? The number of  
questions I’ve received on this issue suggest that 
the calculation is sufficiently inobvious that it 
requires some discussion. The most common 
approach involves the following steps (I’ve pro-
vided some basic numbers solely as examples to 
make the math easy):
1.	Decide on the gross amount that you want 

or need to earn per year. In this total, include 
the cost of  your taxes, medical and other  

insurance, vacation pay, and a pension fund. 
(These expenses can amount to an additional 
30 to 50% of  your base salary.)

	 Example: $48 000
2.	Decide how many weeks you want to work 

per year.
	 Example: 48 weeks
3.	Divide your salary by this number of  weeks 

to estimate the income you must generate  
every week.

	 Example: $48 000/48 weeks = $1000/week
4.	Decide how many hours you want to work 

per week.
	 Example: 20 hours (unrealistic, but let’s have 

fun with this!)
5.	Divide your weekly wage by this number of  

hours to estimate the hourly income you must 
earn.

	 Example: $1000/20 hours = $50/hour
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The result of  these calculations becomes the  
basic, non-negotiable hourly rate you require to 
earn the desired income. It’s possible to work for 
less money for some clients if  you can charge 
other clients more (or work more hours) to make 
up the difference.

The calculation is clearly simple in principle, 
but far more complex in reality. For example,  
the numbers I’ve chosen in this example were 
intentionally simplistic to make the calcula-
tions easy. In particular, the notion of  20 hours 
of  work per week assumes that you can realisti-
cally generate this much paid work, and ignores 
the many hours of  paperwork and other activi-
ties (such as marketing your services) that don’t 
directly earn you any money. Moreover, the  
resulting rate may be well above what local clients  
are willing or able to pay. The important thing 
about this calculation process is not that the 
numbers are precise, but rather that it gives you 

an objective starting point for estimating your 
rate. You’ll still have to subject that rate to a  
reality check to determine whether it’s feasible.

Now let’s apply a similar process to the task 
of  bidding on a job. If  we’re very fortunate, our 
client trusts us enough to simply pay an hour-
ly rate on the assumption that we won’t abuse 
this privilege. I’m fortunate that I can work with 
many of  my clients on this basis, but a growing 
number of  clients have begun to ask for fixed-
price bids both so that they can budget for my 
services and so that they can cap the amount 
they’ll eventually have to pay. To provide a fixed 
estimate that will earn the desired amount, we 
must learn to estimate how long a job will take 
and thus, how much to charge for the work. To 
do this successfully, we must be able to estimate 
both our productivity and the amount of  work 
we’ll be required to do. Once you know (for ex-
ample) how many words you can edit per hour, 
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and the number of  words in the job, it’s easy to 
calculate a cost for the job.

For example, let’s assume that we can charge 
the $50/hour we just calculated, can edit 1000 
words per hour (including all time spent in  
authorial hand-holding and in record-keeping), 
and have been offered a 10 000-word job. The 
calculation becomes the following:
•	 10 000 words divided by 1000 words/hour  

= 10 hours
•	 10 hours @ $50/hour = $500
•	 To this amount, add any additional expenses 

you'll incur: travel, postage, telephone calls, 
library research… whatever!

The most difficult part of  this calculation  
is determining our productivity. Although many 
rules of  thumb exist to help estimate produc-
tivity, these rules are too general to be useful  
because they cover a wide range of  editors and a 
wide range of  projects. As a result, some of  these  

numbers are actively misleading because they 
reflect neither our personal productivity nor 
how that productivity changes for different types 
of  work. The only way to usefully estimate our 
productivity is to track that productivity for long 
enough that we obtain a good feel for our own 
ability to handle a range of  jobs. For example,  
I’ve been tracking my productivities (total num-
ber of  words in a document, total number of  
hours required to edit the document, and thus, 
my rate in words per hour) for more than 5 
years, for a wide variety of  clients and types of  
work. As a result, I have a strong idea of  the 
full range of  productivities that I’ve been able 
to achieve for work ranging from near-total  
rewrites to quick and easy copyedits. This lets 
me bid on a range of  projects, sight unseen, 
with reasonable probability of  earning my  
desired hourly rate. There is no substitute for 
this kind of  self-knowledge.
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If  you’re just getting started, and have no 
productivity data on which to estimate editing 
times, avoid the rules of  thumb related to pages 
per hour that you’ll often hear bandied about. 
Instead, ask to see a copy of  what you will be 
editing before you commit to a price. (This is 
wise even if  you do have decades of  productiv-
ity statistics. Authors retain a remarkable abili-
ty to surprise us!) Skim through the manuscript 
sufficiently thoroughly that you can identify 
both the good and the bad parts, then edit a few 
pages of  the bad parts to estimate how long this 
work will take you. From this, you can calcu-
late your productivity on the worst parts of  the 
manuscript and predict with some confidence 
that the rest of  the manuscript should be easier. 
Applying the worst-case estimates increases the 
likelihood that you’ll still earn your desired rate 
of  pay should the rest of  the manuscript prove 
unexpectedly difficult. Unless you’re intimately 

familiar with a particular client’s style, and can 
thus predict the difficulty of  the work you’ll be 
doing, it’s always best to expect the worst and 
charge accordingly.

Although we can offer our clients a discount 
for work that ends up being considerably easi-
er than expected, I don’t generally recommend 
this. If  the client wants to pay us a fair rate for 

Simple tracking: I track my own produc-
tivity about as simply as you can imagine—
using a simple table in Microsoft Excel. When 
I start and stop work, I jot down the times 
and use that information to calculate how 
long I’ve spent on a manuscript. If  you need 
something a bit more formal, there are many 
programs available to automate the process. 
Have a look at my list of  utility programs in 
the references section, under the category of  
“time tracking” programs.
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the job, they should agree right from the start to 
pay based on how long the work actually takes. 
If  they want a fixed price, and are thus trying 
to place the entire risk of  a cost overrun upon 
us, then they shouldn’t expect a discount. In 
the long run, even with careful estimating, we’ll  
inevitably encounter some manuscripts that 
take longer than expected to edit, and earning a 
slight bonus when a job is easier than expected 
compensates us for the inevitable, unexpected-
ly difficult jobs. One useful compromise I’ve ad-
opted for first-time clients is a hybrid approach: 
I offer to work on an hourly basis, but with a 
maximum price established based on my worst-
case productivities. If  I can beat that worst-case 
price, I pass along the savings to the client and 
thereby encourage them to work with me on an 
hourly basis in the future.

Initial negotiations

When we first begin to work with an author,  
the process should start with a clear definition 
of  what the author expects of  us. In particular, 
we must clearly define the nature of  the edit. We 
should never rely on nominally standard terms 
such as “copyediting”, since it’s only a slight  
exaggeration to state that every client has a dif-
ferent definition of  what such editing involves; 
naïve authors often specify something as unin-
formative as “a light edit”, whereas seasoned 
pros may use an idiosyncratic definition quali-
fied by dozens of  specifications and clauses. In 
my experience, a clear and detailed description 
of  what we will do is far more effective than any 
more general definition can ever be. Consider, 
for example, the details of  and differences be-
tween the following two descriptions:
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Substantive or structural editing: This  
activity involves heavy editing of  a manuscript 
to ensure that both the content and the struc-
ture are logical, clear, and effective. In addi-
tion to rewriting where necessary to improve 
the clarity of  the text, this form of  editing en-
sures that the organization and flow of  the text 
effectively communicate the intended message, 
and that the text and graphics work effectively  
together. This editing also ensures that the man-
uscript contains no internal contradictions and 
is consistent with the body of  knowledge in a 
field; attaining this knowledge is not essential 
for working in a given field, but it does add con-
siderable value to our work. Although this edit-
ing may require heavy revision, no entirely new 
material will be written; any omissions will be 
identified for the author to resolve.
Copyediting: Copyediting involves editing 
for grammar, usage, spelling, punctuation, and  

other mechanical aspects of  style. It also involves 
checking the internal consistency of  these aspects 
and of  facts within the manuscript, but does not 
include confirmation of  facts, quotations, or  
references.

Whether or not you agree with these specific  
definitions, the important point is the level of  
detail they provide. Each definition clearly  
defines exactly what you will do for the author, 
rather than leaving it to their imagination.

Initial negotiations with an author should 
include a discussion of  other details, such as 
the style guide the author expects us to use and 
what kinds of  things (e.g., formatting) we should 
feel free to correct without querying the author.  
In addition, because we’ll be working on a  
computer, we must specify what word processor 
will be used and what file formats are accept-
able. The ideal situation is one in which we use 
the same word processor as the author, thereby  
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removing the worst of  the potential format  
incompatibilities. Graphics formats are a par-
ticular source of  problems, since graphics em-
bedded in a word processor occasionally display 
incorrectly. Both these issues provide a good  
example of  the kind of  negotiation we should 
engage in with authors: Can we edit graphics 
directly in the software used to create them, or 
does the author want to make corrections based 
on our feedback? Could we review graphics in 
Adobe’s PDF (Acrobat) format? Acrobat elimi-
nates most display problems, but PDF files are 
difficult to edit; they let us add annotations and 
comments, but prevent substantive editing. In 
such cases, it’s more effective to ask the author 
to copy the text from figures into a word proces-
sor document that we can then edit.

Initial negotiations should also address a 
key brass-tacks issue: how you’ll communicate 
with and exchange your work with the author. 

I’ll discuss this in some detail towards the end 
of  this chapter.

Contracts are not optional

There are occasional situations in which 
we can safely work without a contract. These 
typically involve a long-term client who pays 
promptly and with no fuss, and whose financial 
stability (which we should investigate periodi-
cally) is excellent. For example, I’ve been work-
ing with a former employer for several years, 
and have full confidence that I understand their 
needs and that they’ll pay me on time and in 
full. Those rare times when there’s been a mis-
understanding, we’ve worked together to resolve  
the problem with minor fuss and bother and 
no hard feelings on either side. As a result, I 
have never required this client to sign a binding  
contract. What I have done instead is clearly 
specify in writing or e-mail any unusual details 
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that don’t fall under our existing understanding 
of  the nature of  my work.

This is about the only situation in which  
we should even consider working without a 
contract, and the archives of  the Copyediting-L 
(www.copyediting-L.info) and Techwr-L (www.
techwr-L.com) discussion groups are full of  tales  
of  woe that could have been eliminated by means  
of  a simple contract.

At a minimum, a contract represents a 
straightforward description of  the entire nature 
of  the work we will do and ensures that we make 
at least some effort to discuss the proposed work. 
The contract thus summarizes and formaliz-
es the results of  the preliminary negotiations 
that lead up to the start of  a job, and specifical-
ly states the basis for payment. If  human com-
munication were always clear and precise, and 
free of  subjective considerations and assump-
tions, such a statement might never be neces-

sary. But given the fallibility of  such communi-
cation, a written statement of  intent is essential 
to minimize the risk of  misunderstandings. The 
goal of  creating a contract is to eliminate mis-
understandings so you can work productively 
together, not to club a recalcitrant author into  
submission through deft blows with a lawyer. 
The fact that swarms of  lawyers earn a lucra-
tive living resolving contract disputes should be 
a clue that we cannot entirely eliminate this risk, 
but that doesn’t mean we shouldn’t try.

Indeed, when worse comes to worst, a con-
tract becomes our only tool for ensuring that a 
difficult client treats us with respect and pays 
us for the work we’ve done. It also ensures that 
if  the scope of  the work changes, we can insist 
on compensation for that new work, and can  
specify our understanding of  the expanded 
scope in an amendment to the contract. Most 
clients are neither evil nor incompetent, but 

http://www.copyediting-L.info
http://www.techwr-L.com
http://www.techwr-L.com
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some are, and these are the ones against whom 
we desperately need a contract for protection. 
Many clients are overworked, overtired, and 
unfamiliar with the nature of  our work. Again, 
a contract educates them and thereby protects 
us against their misunderstandings and ensures 
that we can meet their needs—something we 
can’t do unless we first understand those needs.

Never begin work on a project, no matter 
how lucrative or how tight the deadline, until  
you have at least a firm statement of  intent 
signed in writing. E-mail messages may consti-
tute this proof, but I suspect that because e-mail 
messages are relatively easy to forge, the juris-
prudence in this area will continue to evolve 
for some time. A printed and signed contract 
is still your best bet for any large or expensive 
job; e-mail may be acceptable for smaller jobs. 
Even if  you have not hired a lawyer to review 
the contract (an excellent idea for large, expen-

sive, or potentially risky or contentious work), a 
written and signed statement counts as a legally  
binding contract in most jurisdictions. Unfor-
tunately, legal English is not the same English 
spoken by editors, and what seems to us to be 
clear wording may conflict with the legal defi-
nitions of  certain terms or may violate certain  
local regulations designed to protect both parties.  
In a perfect world, we wouldn’t need such pro-
tections. But then again, were it a perfect world, 
we editors would have to find honest work.

In an emergency (e.g., you’ve worked with-
out a contract and the author refuses to pay 
you), you have one final protection: copyright 
law. Under modern copyright law, any rewrit-
ing of  text that you have done for an author is 
copyrighted in your name until you receive pay-
ment for that work and transfer the copyright for 
your work to the author. (Of  course, the origi-
nal, unedited text that surrounds your edits is 
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copyrighted in the author’s name.) If  an author  
refuses to pay you, you have a legal right to  
insist that they not use your writing. In some  
cases, sending a copy of  the edited manuscript 
to the author’s publisher with a note that you 
have not been paid and that use of  any of  your 
edits represents a violation of  your copyright 
will encourage an author to pay; publishers are 
quite rightly scared of  the costs of  a lawsuit  
resulting from their publication of  your work 
without your permission. If  the author is pub-
lishing the work by themselves, as is often the 
case with corporate clients, a good lawyer can 
still obtain a court judgment that forces the cli-
ent to withdraw any copies of  your work from 
circulation, often at great expense to the pub-
lisher, and may even be able to obtain punitive 
damages from a sympathetic court. The down-
side of  such a strategy is that it can earn you an 
undesirable reputation among potential clients, 

it can be expensive to pursue such legal action, 
and the outcome is not guaranteed. But if  all 
else fails, don’t neglect this strategy. 

Initial edits

Having agreed upon the nature of  the job, 
we can move on to our initial edit or edits. In 
on-paper editing, most editors insist on perform-
ing at least two passes through a document: 
once to correct all the major problems, and a 
second time to correct anything we missed the 
first time, as well as any errors we introduced 
through our editing. In more demanding jobs, 
we may need three or more passes through the 
text to ensure that we’re satisfied with the qual-
ity of  the work. This doesn’t change when we 
move to onscreen editing, so plan to allow time 
for at least those two passes. Where possible,  
allow some time to elapse before you revisit a 
document. For example, I try to arrange my 
schedule so that I can do my final edit at least 
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one day after the initial edit, since experience 
has shown that this elapsed time gives me the 
necessary critical distance to approach the man-
uscript with fresh eyes and lets me spot errors I 
would otherwise have missed. In addition, the 
delay gives me time to ponder what I’ve read 
and develop a fuller understanding of  the man-
uscript that helps me focus more intensely on 
communicating the right meaning.

When we’ve completed the initial edit, we 
return the manuscript to the author and cross 
our fingers. We may never see the document 
again, and once it’s in the eager hands of  the  
author, we have no control over what will happen  
to our edits. If  we’re lucky, we’ll get a chance 
for a second or even third edit (see The final edit, 
later in this chapter) to correct any errors the 
author introduced in response to our edits, but 
that’s a luxury freelancers must often forego.

One key point to keep in mind at this stage: 
Authors will not agree with all of  our edits. 
Sometimes this is because they simply don’t  
understand the problem. Other times, it’s be-
cause we guessed wrong and made a change that  
altered the meaning or that made no sense 
to the author. In both cases, it’s important to  
emphasize that we’re willing to work with the  
author to explain why a seemingly unnecessary 
change was necessary, or why we misunderstood 
the original wording badly enough to intro-
duce an error through our edits. If  we misun-
derstood something, it’s clear that other readers 
will make the same mistake, and that’s why the 
problem needs to be fixed, not ignored. Make 
sure that authors know they should never dis-
regard a revision without clearly understanding 
why we made that change, and that they should 
feel free to discuss and resolve the problem.
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Saved work and backups

Computers and the software that infests 
them remain unreliable tools. Both the operat-
ing system and the word processors we use as 
our primary tools crash unacceptably often, and 
the only solution is to save our work frequent-
ly. (For details on how to configure software to 
automatically save our work and create back-
up files, see General behavior of  your word processor 
in Chapter 4. If  your software doesn’t provide 
comparable features, teach yourself  to manual-
ly save the document every 5 to 10 minutes, or 
whenever you’ve completed a particularly diffi-
cult part of  the edit.) The rule of  thumb is that 
you should save a document sufficiently fre-
quently that if  your system crashes, you won’t 
mind redoing all the work performed since the 
last time you saved a document.

Most important of  all, whenever you finish  
your editing for the day, make a safe, reliable 

backup. This seems self-evident, but many 
friends and colleagues have lost large amounts 
of  work (and potentially lost a client due to 
missed deadlines) because they failed to make 
adequate backups of  their work. What with  
viruses and other malware, robberies, floods, in-
attention due to fatigue, and other unfortunate 
occurrences, you’ll eventually lose a computer 
file, and sometimes even the whole computer. 
The only way to protect yourself  against such 
disasters is to make ongoing backups of  the files 
that you’re editing. Appendix I provides a com-
prehensive overview of  what you need to know 
to develop a successful backup strategy.

Particularly in the middle of  the editing cy-
cle, where you may exchange a file with authors  
several times before finalizing the manuscript, 
you should retain copies of  at least the follow-
ing files:
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•	 The original manuscript submitted by 
the author: If  your word processor or oper- 
ating system let you "lock" a file so that it 
can't be modified, this is a helpful way to  
protect the file, but the important thing is not 
to work in that original file.

•	 The first version you will work on: I 
find it simplest and most convenient to save a 
new copy of  the original file as soon as I open 

it for the first time, and add "-e" (for "edited") 
to the file name as a reminder. For example, 
if  the original is named Geoff.doc, the edited 
version becomes Geoff-e.doc.

•	 Backups after each major work ses-
sion: For example, for long and complicated  
edits where it may become necessary to return  
to a previous version and start over from that  
point, it's helpful to create "checkpoint"  
versions. Using the same names as in the 
previous example, I might use Geoff-e- 
November 11.doc as the version completed at 
the end of  that day, or Geoff-e-November 11-
10 AM.doc after doing a major bit of  fixing 
up, early in the morning before the coffee has 
taken effect and thus, before I'm sure that I'm 
thinking clearly.

Ad hoc backups: Until you’ve developed 
a full-fledged backup strategy, here’s a useful 
tip for protecting your valuable files: create an  
e-mail account with Google or any other  
online service that offers a large amount of  
storage space. (Most now offer at least 1 Gig 
of  storage.) You can now e-mail yourself  a 
copy of  each file whenever you feel the need 
to create a backup, whether that’s after a  
couple hours of  work or at the end of  the day. 
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•	 The original copy of  the revised man-
uscript received from the author, plus 
the first version you’re editing: These 
might become Geoff-r.doc and Geoff-r2.doc, 
respectively. Alternatively, I may replace the 
“-r” (for “revised) with the date of  the ver-
sion.

The final edit

In an ideal situation, we’ll have a chance to 
see an edited manuscript after an author has in-
corporated our edits. This is our last chance to 
catch anything we missed the first time—and 
it’s often distressing how many things we miss, 
particularly when we’re in a hurry—but more 
importantly, it’s our chance to fix any problems 
the author has introduced while reviewing our 
edits. If  it’s possible to do so, try to include a full 
final edit in the contract, and include the cost 
of  this edit in the estimated cost.

Checking on the author: As a general rule, 
it’s safer if  the editor implements the correc-
tions, since it’s our job to be obsessive about 
doing everything right and we obsess better  
than most authors. This approach has an  
additional advantage: it lets us identify those 
cases when an author thinks they’ve respond-
ed appropriately to a comment, but they re-
ally, really haven’t. If  the author wants to do 
all the implementing, it’s worthwhile compar-
ing the document we sent them with the final 
document that they returned so we can catch 
any errors and determine whether they’ve  
rejected any edits that shouldn’t have been 
rejected without some discussion. Most mod-
ern software offers a “compare documents” 
feature that provides a quick reality check.
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When we’re confident that the author will 
communicate with us to resolve any unclear 
comments or to negotiate alternatives to our 
suggested changes, we can simply assume that 
the author accepted all our edits or has inserted 
comments to explain why not. In that case, we 
can read through the final version of  the man-
uscript looking for any errors that escaped us  
the first time. However, if  we suspect that the 
author will disregard some of  our changes with-
out understanding why we proposed them or re-
sponding to us to describe the problem, it may 
be fruitful to compare the final version of  the 
manuscript with the original edited version to 
ensure that all our comments were addressed. 
This comparison is particularly important for 
manuscripts with implications for human health 
and safety or with legal implications. If  you  
followed my advice in the previous section, 
you’ll always have a copy of  your edited version 

of  the manuscript to use in this comparison. If  
you expect that this final edit will be necessary, 
be sure to include it in your plans and budget 
for that part of  the job.

Follow-up

Once we’ve returned a manuscript to an  
author and submitted our invoice, the hard part 
is over. But that doesn’t mean we’re done yet. 
Editing is a human endeavor, and keeping in 
touch with the author is a way to maintain a 
friendly working relationship. The goal of  this 
follow-up is to help the author understand that 
they’re more than just an invoice to us and that 
we’re still willing to work with them to resolve 
any of  the myriad small details that somehow 
never seem to be resolved the first time through. 
We should expect to be compensated for signifi-
cant, ongoing work after we submit our invoice, 
but it’s a kindness to the author and a wise in-
vestment in an ongoing relationship to answer 
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a few follow-up questions, free of  charge, while 
the author puts the finishing touches on their 
manuscript. In my experience, that kind of  will-
ingness to treat an author as something more 
than a supply of  ready cash repays itself  ten-fold  
in customer loyalty and free word-of-mouth  
advertising.

Archiving

It’s wise to retain copies of  edited files for 
some time after submitting an invoice for the 
work, since it becomes necessary to return to an 
old manuscript surprisingly often. At least once 
per year, I’ve had to supply an author with an 
old copy of  a file when they lost their only copy 
to a virus or a computer crash. In addition, 
we may want to see how we handled a specific  
editing problem or style issue for a past client, 
read an old manuscript that explains a difficult  
concept we must understand before we can 
tackle a new job, or simply review our own 

work to see the kinds of  edits we do sufficiently  
often to justify creating macros or other short-
cuts. (See Chapter 11 for details on automation.) 
When I first decided to work as a freelancer, my  
archives of  old manuscripts also provided a 
valuable source of  contact information for past 
clients, a useful source of  references, and (with 
the author’s permission, of  course) a portfolio 
of  my work.

Archival copies should also include all cor-
respondence with an author during the course 
of  our work, as well as copies of  any correspon-
dence, contracts, invoices, and other relevant 
information. This is useful for legal reasons, but 
it also preserves knowledge that may prove use-
ful in future dealings with a client. Such records 
may alert us to payment difficulties, idiosyncra-
sies of  how clients prefer to work with us, and 
other useful tidbits.
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Of  course, there’s an important exception 
to any rule, and when it comes to archiving, that 
exception can have important consequences. In 
some cases, a client may request that we either 
destroy all copies of  the work we’ve done for 
them, or protect that work in such a way that 
only we will ever be able to see it. For example, 
I once completed work for a client whose man-
uscript involved highly confidential material  
related to law enforcement and certain pend-
ing court cases. As a result, the client requested 
that I exclude his manuscript from my archives 
and delete all copies once the work was com-
plete. (I did so, but did not erase the final copies 
for several months after completing the work, 
just in case; as it happens, the client did indeed  
require a second copy of  the manuscript files 
later.) If  you work with confidential or classified 
material, it may be necessary to use passwords 
to protect the edited files or perhaps even pur-

chase special-purpose encryption software such 
as PGP (www.pgp.com) that can protect the in-
formation from prying eyes. If  the consequenc-
es of  these files falling into the wrong hands are 
serious, we must take correspondingly serious 
measures to protect ourselves and our clients.

Communication and file- 
exchange issues

Even if  most of  our work is eventually done 
on the computer, there are certain practical 
matters that can’t be fully computerized. The 
biggest one involves how to communicate with 
our authors, and in this section, I’ll discuss the 
main options and how to handle the main issues 
effectively. The next-biggest problem involves 
how to transfer original and edited manuscripts 
between author and editor. If  we’ll be editing 
manuscripts on the screen, it doesn’t seem to 
make much sense to exchange them with our 

http://www.pgp.com
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authors on paper, but there are good reasons 
why this might sometimes be necessary. In this 
section, I’ll also discuss several of  the consider-
ations you’ll need to account for to successfully 
exchange files with authors.

Communication

As I’ve mentioned previously, the author–
editor relationship should be a dialogue, not a 
one-way transfer of  information. The purpose 
of  dialogue is to develop a means of  working  
effectively together—ideally in a friendly man-
ner, but at a minimum, in a professional man-
ner. There are several key goals that define the 
types of  communication that must take place 
over the course of  this dialogue:
•	 Getting to know each other: During this 

first phase, we begin the dialogue that initiates  
a relationship with the author. In addition to 
all the formalities (introductions and other 
pleasantries) that accompany any first-time 

conversation with someone we’ve never met, 
this initial dialogue provides our opportuni-
ty to reassure the author that they’re in good 
hands and to build their confidence in us. 
It’s also our chance to get a feel for whether  
we should be equally confident in the  

Who’s responsible? It’s particularly im-
portant to ensure that authors understand 
their responsibility in the editorial process.  
Although we always make a good-faith effort  
to introduce no errors, the author is the real 
expert, not us, and must confirm that our 
work is correct. (We do our best to ensure 
correctness, but it’s rare that we have the 
same level of  expertise as the author.) When 
there’s any doubt, they must learn to ask us 
for clarification rather than simply accepting 
a questionable edit and thereby introducing 
a preventable error into the manuscript.
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author. An author who seems disorganized or 
evasive sends a strong message that we should 
take extra care to define schedules, confirm 
understandings about the work, and protect 
ourselves (by, for example, signing a contract 
before beginning the work).

•	 Reaching a mutual understanding: 
The next step in the dialogue is to identify the  
nature of  the work that will be required and 
explain to the author what this involves. Never 
assume that you and the author understand 
each other based solely on an initial discus-
sion. Always summarize this discussion so the 
author has a chance to confirm that you’ve 
understood their needs correctly, and offer 
them a chance to provide their own summa-
ry that confirms whether they’ve understood 
our needs.

•	 Resolving differences of  opinion: It’s 
rare for us to agree with an author about  

everything, whether that agreement concerns 
their needs or the details of  specific edits. 
There’s a famous saying that “the client is al-
ways right—even when they’re wrong”, and 
it’s important to keep that in mind. We are 
experts in our profession, but most of  the au-
thors we work with are experts in their profes-
sion, and if  we’re unable to persuade them 
that we’re right by means of  logic, appeals to 
authority (e.g., a respected style guide), and 
examples, it’s necessary to take a long step 
back and recognize that it’s the author’s man-
uscript, not ours. In the end, the author has 
final authority, and all we can do if  we dis-
agree strongly enough with their choices is to 
insist politely but firmly that our names not 
be associated with the resulting manuscript.

•	 Solving problems: Most of  the time, edit-
ing a manuscript is quite straightforward, but 
every now and then, problems arise. These 
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may result from an error on our part, an un-
usually critical reviewer of  the author’s work, 
or a problem with a word processor file. The 
hardest thing for most editors to learn may 
be to take responsibility for our own errors 
and strive to make things right for the author.  
When that’s necessary, we should do that 
without trying too hard to absolve ourselves  
of  blame. But when we did do everything 
right, and the author still blames us for a 
problem, we need to learn how to make 
things better without defending ourselves so 
strongly that we alienate the client. Often, the 
best approach is to steer the conversation to a 
discussion of  how we can make things better 
rather than focusing on who to blame. (Of  
course, some clients should be fired when they 
become more trouble than they’re worth. But 
that should always be a last resort, when all 
else has failed.) Some authors simply need 

to vent steam and get over their stress, and 
providing a quiet and sympathetic sounding 
board is sometimes all that’s necessary to get 
past the problem.

•	 Arranging payment: When we first nego-
tiate the terms of  the contract, one of  those 
terms should always be the payment date 
and the penalties for late payments (typically,  
interest charges or other fees). To avoid a sit-
uation in which we’re forced to invoke those 
penalties, we should remind clients of  the 
payment deadlines on our invoice, and send 
a polite reminder if  we haven’t been paid well 
before the deadline. If  the deadline passes, 
we’re well within our legal rights to insist on 
payment of  any penalty fees, and I’ve done 
this with government departments that had 
no excuse other than incompetence for late 
payment. For other clients, it may be wiser 
to accept a slightly late payment without in-
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sisting on our rights; the penalty fee may not 
be large, and is unlikely to be large enough 
to make it worth the risk of  alienating the  
client and losing their future business. Try to 
get what is owed to you and to avoid letting 
clients take advantage of  you, but think care-
fully about how hard you can insist without 
endangering your relationship.

•	 "Relationship management": Because 
some clients may only take advantage of  our 
services infrequently (e.g., when we only edit 
a client’s annual report), it’s important to 
keep in touch so they know we still exist. At a 
minimum, send out “season’s greetings” and 
New Year’s wishes in December, and never 
use specific greetings such as “Merry Christ-
mas” unless you know the client’s religion. If  
you know of  any other important holidays 
your client may observe, such as the Chinese  
new year or Indian Diwali festival, send out 

appropriate greetings for that holiday too—
ideally in the client’s native language if  you  
can learn the correct protocol. (I’ve research-
ed and stored copies of  Chinese, Finnish, 
French, Japanese, Italian, and Spanish greet-
ings, and I’m working on expanding my  
repertoire.)

How often should you communicate with 
authors? Any of  the difficulties I mentioned 
earlier in this section may indicate a need for 
immediate communication. But don’t stop with 
the bare minimum. Always confirm that you’ve 
received any material that they send you, and 
contact them within a day or two if  they haven’t 
confirmed that they received something you sent 
them. With e-mail, there are no guarantees that 
your message made it past misconfigured spam 
filters, antivirus software, and network-based  
e-mail filters. Without being annoying about it, 
keep clients advised of  your progress towards a 
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deadline (provide appropriate status updates), 
and warn them of  any potential delays as far 
in advance as possible so you won’t have to  
surprise them with a missed deadline; it’s always 
better to negotiate an extension well in advance 
than to simply return work late, with no expla-
nation.

Think ahead, too, and alert your most im-
portant clients to any impending absences or 
busy periods. For example, whenever I know 
that I’ll be leaving on vacation, I warn all my 
key clients at least a month in advance—but I 
tell them that I’m leaving a week earlier than 
my actual date of  departure. That way, if  any 
work arrives at the last minute—and it always 
does—I have an extra week to handle it. Please 
note that I’m not advocating that you lie to  
clients; in an ideal world, I won’t work right up 
to my point of  departure because I really will 
need a few days to pack, get the pets taken care 

of, clean house, pay bills, stock the fridge for my 
return, and so on. Similarly, if  I receive enough 
advance warning to know that I’ll be buried 
with work at a particular time, I’ll warn my cli-
ents that I’m unlikely to be available at that 
time. This allows them to adjust their sched-
ules to send me work before or after that busy  
period with the minimum possible disruption. It 
may also have the salutary effect of  reminding 
clients that you exist and that they should send 
you more work.

How to communicate with authors is a bit 
of  a judgment call. Each individual has their 
own preferences; busy people often prefer  
e-mail because they can answer at their leisure,  
nervous people often prefer a phone call be-
cause they can interact with you in real-time 
until you’ve soothed their nerves, and legalisti-
cally inclined people may prefer a fax or regis-
tered letter so they have a printed record of  your  
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conversation. No one method is inherently  
superior, so it’s more a question of  paying  
attention to the other person’s needs and 
learning what kind of  communication they  
prefer. When in doubt, ask them! It con-
stantly amazes me how many people prefer  
to assume that they know what a client  
wants and avoid asking; many end up with an 
unpleasant surprise when it turns out that they 
guessed wrong.

One final issue related to communication 
concerns the fact that a modern editor’s clients 
are often scattered around the world; I current-
ly have clients and colleagues on every conti-
nent except Antarctica and in most time zones. 
For me, e-mail works best because my corre-
spondents can receive their e-mail and respond 
at their convenience; there’s never any risk of  
accidentally waking them with a phone call (or 
of  being awoken myself, as has happened once 

or twice) in the middle of  the night. However, a 
phone call has sometimes been necessary, and in 
that case, it helps to know when it’s appropriate 
to call. Many current atlases will allow you to 
calculate time zones, either directly (from times 
marked on the map) or indirectly (each 15° of  
longitude is roughly equivalent to a time differ-
ence of  1 hour later if  your client is east of  you, 
and 1 hour earlier if  they live to the west). The 
easiest way, though, is to use a resource, such as 
the World Time Server (www.worldtimeserver.
com), that lets you enter your current date and 
time and learn the corresponding date and time 
anywhere in the world.

Security and confidentiality

At the start of  this section, I noted that 
there are reasons why we might not exchange 
files with our authors by e-mail, even if  we’ll  
be working entirely on the screen to edit and re-
vise a manuscript. The biggest reason is securi-

http://www.worldtimeserver.com
http://www.worldtimeserver.com
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ty, which can become quite important when the 
material we’re editing is confidential and must 
be protected. Unfortunately, although e-mail is 
highly convenient, it provides little or no secu-
rity in its basic form. There are several other  
issues we need to be aware of  so we can protect 
ourselves.

If  security is important, take appropriate 
precautions to protect yourself  against viruses 
and other nasty programs (collectively referred 
to as “malware”) that can damage the software 
components of  your computer, harvest e-mail 
addresses, record your keystrokes, and some-
times even steal documents. These precautions  
are doubly important for editors because the 
worst-case scenario is that we might inadver-
tently transmit this malware to a client after 
it has damaged our own computer. At a min-
imum, every computer user connected to the 

Internet now needs at least the following basic 
protections:
•	 Antivirus software: Symantec's Norton 

Antivirus (www.symantec.com), available for 
both Mac and Windows, has been a steady, 
reliable choice for many years, but its perfor-
mance has degraded in recent versions, and 
an increasing number of  users have begun to 
complain of  various problems caused by the 
software. Fortunately, there are many alter-
natives. For Windows computers, AVG (www.
grisoft.com) and F-Prot (www.f-prot.com) 
are two alternatives with good reputations; 
for the Macintosh, check out Intego's Virus  
Barrier (www.intego.com) or ClamXav (www.
markallan.co.uk/clamXav).

•	 Antispyware software: Spybot Search and  
Destroy (www.safer-networking.org/en) and 
Ad-Aware 2007 Free edition (www.lavasoft.de)  

http://www.symantec.com
http://www.grisoft.com
http://www.grisoft.com
http://www.f-prot.com
http://www.intego.com
http://www.markallan.co.uk/clamXav
http://www.markallan.co.uk/clamXav
http://www.safer-networking.org/en
http://www.lavasoftusa.com
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are two well-respected free programs for Win-
dows, but they have consistently rated poorly 
compared with paid solutions such as Web-
Root Spysweeper (www.webroot.com). As I 
write this, there are no comparable free util-
ities for the Macintosh, because no spyware 
has been reported for the Macintosh. How-
ever, Intego (www.intego.com) offers anti-
spyware functionality in its Internet Security 
Barrier software.

•	 A software firewall to keep out intrud-
ers: Zonelabs (www.zonelabs.com) offers the 
excellent free Zonealarm software for Win-
dows users, but lately, the Comodo (http://
www.comodo.com/) firewall software has re-
ceived better ratings. Intego (www.intego.
com) offers NetBarrier for Macintosh users. 
Both Windows XP and Macintosh OS X  
offer built-in firewalls, but the software is 
generally not as sophisticated as commercial 

software, and you should consider both pro-
grams only as a short-term solution.

If  you have a high-speed connection, it’s 
also worthwhile installing a hardware firewall 
for extra protection. Most commonly, this will 
be included in a device called a “router” that 
you connect between your computer and its 
physical connection to the Internet (such as a 
cable modem). Macintosh users have tradition-
ally been safe from the vast majority of  security 
problems, but this may change at any time with 
little warning. Unfortunately, we’re currently  
in the middle of  an “arms race” between the 
developers of  ways to break into computers 
and those who try to defend us against such in-
trusions. Brian Livingston’s excellent Windows  
Secrets newsletter (http://brianlivingston.com) 
offers a wealth of  useful information on Win-
dows security, including a regularly updated  
“security baseline” that reports the state of  the 

http://www.webroot.com
http://www.intego.com
http://www.zonelabs.com
http://www.comodo.com/
http://www.comodo.com/
http://www.intego.com
http://www.intego.com
http://brianlivingston.com
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art in protecting your computer—and your  
client’s information.

Apart from conscious attempts to cause us 
harm, the most common problem we encoun-
ter involves misdirected e-mail. For example, I 
have two regular correspondents with very sim-
ilar e-mail addresses, and because my e-mail 

software helpfully tries to automatically com-
plete addresses as I type, I’ve occasionally sent 
a friendly letter to the wrong friend. There’s no 
foolproof  way to prevent such natural human 
errors, but we can take steps to reduce the fre-
quency of  such problems. The most obvious 
and most effective is to simply pause and care-

Passwords everywhere: If  you install a 
router or another hardware firewall, learn how 
to change the administrator password that 
comes with it. Many products come with a de-
fault password installed at the factory, and if  
you don’t change this password, anyone who 
purchased the same hardware can use that 
password to gain access to your computer. Any 
password can be cracked with enough effort, 
but there’s no sense making the task easy for a 
spy. To choose a strong password, use at least 
eight keyboard characters, preferably a mix-

ture of  letters and numbers and possibly even 
one or more of  the characters found above the 
number keys on your keyboard. The password 
should not contain common words found in a 
dictionary, or use any publicly available infor-
mation about you, such as your birth date. Of  
course, the password must also be something 
you’ll remember. If, like most of  us, you have 
trouble remembering the dozens of  passwords 
that modern life may require, record your pass-
word somewhere safe: far from your computer, 
where a thief  cannot easily find it.
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fully check the e-mail address we’ve just typed 
before sending the message; if  the address is at 
all cryptic, as many are, it’s worthwhile to look 
up the client in our address book rather than 
simply assuming that we’ve guessed right. If  our 
e-mail software tries to save time by completing 
addresses as we type, we should consider creat-
ing distinctive aliases (shortcut names that take 
the place of  a full address) for easily confused 
addresses. Another trick I’ve used with consid-
erable success is to keep a copy of  an author’s 
original message (containing the file they want 
me to edit) in my e-mail software’s In Box. That 
way, I can simply select that message and reply 
to it, eliminating the need to type an address at 
all.

Another problem relates to the ongoing 
backups of  data that are performed by the com-
puter staff  of  our Internet service provider (ISP) 
and that of  our client. These backups are gen-

erally a good thing, because they’re our main 
protection against the occasional disasters that 
strike computers before messages are delivered. 
But if  we’re transmitting a confidential docu-
ment that absolutely must not be read by any-
one other than us and our client, those back-
ups are a very bad thing indeed: the staff  at the 
ISP should not have a chance to read the man-
uscript if  they happen to be bored, unethical, 
or outright corrupt. Although it’s also possible 
for someone to intercept e-mail and files as they 
travel over the Internet between our ISP and 
that of  our client, that’s a low risk because we’re 
simply not an attractive target unless we’re en-
gaged in military research, investment banking, 
or other high-security fields. But if  we are work-
ing in those areas, our clients will almost cer-
tainly provide an appropriately secure solution.

If  the client does not provide or propose a 
solution, it may be worthwhile learning how to 
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encrypt our documents—that is, to use utility 
software such as PGP (www.pgp.com) to encode 
the document in such a way that only someone 
with the correct password can possibly decrypt 
the document and read its contents. If  that lev-
el of  industrial-strength security strikes you as 
unnecessary, you can often achieve an adequate 
level of  protection with nothing more compli-
cated than a judiciously chosen password. Most 
word processors provide some form of  pass-
word protection (in Word, for example, open 
the Tools menu and select Protect Document), 
but it’s generally weak protection, and many 
free or inexpensive utilities exist for cracking 
these passwords. A nice compromise between 
that weak protection and a full-blown security 
system is to use a file compression utility such as 
StuffIt for Windows and the Macintosh (www.
stuffit.com) that allows you to protect the com-
pressed files with a password; one particularly 

nice feature of  this software is that the develop-
er provides free decompression utilities that you 
can ask your client to install.
Secure transmission of  passwords

Of  course, if  the goal of  using a password 
is to protect an e-mailed file from snoops while 
the e-mail is in transit, it makes no sense to in-
clude the password in the same e-mail message 
—yet surprising numbers of  people, including 
many Web sites I’ve used, follow exactly that 
approach. This makes about as much sense as 
leaving your car keys in the door lock. If  securi-
ty is important, you may not even want to send 
the password by e-mail in a subsequent message.  
Instead, telephone your client and communi-
cate the password orally.

E-mail alternatives

In addition to security problems, there are 
several additional limitations you may encoun-
ter with e-mail:

http://www.pgp.com
http://www.stuffit.com
http://www.stuffit.com


Chapter 3: A human endeavor–

– 46 –

•	 File size: Most service providers limit the 
size of  e-mail attachments to around 5 mega-
bytes, though there are increasingly many  
exceptions. For larger files, we may be able to 
compress the file using software such as Stuff-
It (www.stuffit.com).

•	 Attachment formats: Because some vir-
uses are transmitted in Word’s .doc files and 
in compressed “archive” formats (particu-
larly the .zip format used by Windows and  
Macintosh computers), many antivirus pro-
grams and corporate e-mail servers routinely 
block these files. To get past these guardians, 
we may need to rename files to use inno-
cent extensions such as .txt (shorthand for the 
“text” file format). However, we then need to 
teach clients to rename the file with the cor-
rect extension (such as .zip) so that their soft-
ware will be able to open it.

•	 Confirmation of  receipt: Although we 
can sometimes request an automatic confirm- 
ation that our message arrived (such as when 
we and the author are using the same soft-
ware), more often we need to rely on the  
author to confirm that they received the file.

If  you can’t resolve these kinds of  problems 
or the security issues I discussed in the previous 
section, you may need to investigate alternatives 
to e-mail. The first and most obvious option is 
to use a courier service to hand-deliver a CD 
(protected by a hard plastic case and a padded 
envelope) containing the edited file. If  you work 
near your client, you can also hand-deliver the 
CD. Diskettes (floppy disks) are generally a poor 
choice because they are fragile, and it’s easy to 
inadvertently overwrite the files they contain—
something that can’t happen with a CD. There 
are also persistent anecdotal reports (some more 

http://www.stuffit.com
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credible than others) that diskettes are vulner-
able to the electromagnetic fields generated by 
older or poorly maintained models of  the X-ray 
scanners and other security devices used to pro-
tect against terrorists—and particularly vulner-
able to the metal-detector wands we all endure 
at the airport. Last but not least, some newer 
computers (particularly laptops) have eliminat-
ed diskette drives.

You can also use FTP (file-transfer pro-
tocol) software to transfer files directly to a 
client. FTP is inherently more secure than  
e-mail, particularly if  you use a variant called 
“secure FTP”, because the full file never comes 
to rest on anyone else’s computer during transit. 
(Bits and pieces of  the file travel different routes 
through the Internet, so only a professional spy 
would be able to intercept and reassemble these 
packets.) You can find a range of  free and in-

expensive FTP programs from reputable down-
load sites such as TuCows (www.tucows.com) 
and most computer magazine sites. If  your  
client has established a secure FTP server, they 
can provide the necessary information on how 
to connect to that site and transfer the file. If  
you only need to occasionally take advantage 
of  this technology, a range of  free FTP sites is 
available. These allow you to upload a file to a 
private, secure server hosted on the company’s 
Web site, from which your client can download 
it to their own computer. For example, here are 
some alternatives that I’ve either used or seen 
recommended by credible sources:
•	 You can purchase paid software such as  

Apple's Mac.com service for Macintosh and 
Windows users (www.mac.com), which pro-
vides both Web-based e-mail and space for 
file transfers. It also provides a useful free 

http://www.tucows.com
http://www.mac.com
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backup program, boringly named "Backup", 
that you can use for offsite backups of  your 
important files.

•	 Dropload (www.dropload.com) allows you to 
upload files as large as 100 megabytes and 
specify the e-mail address(es) of  the person 
or people who can download it. The files 
are deleted from the server after 7 days. The 
program is offered free, but donations are  
requested.

•	 Mediafire (www.mediafire.com) claims unlim-
ited disk storage space plus up to 100 mega-
bytes per file. Files remain until you delete 
them.

•	 MegaUpload (http://megaupload.com) pro-
vides up to 250 megabytes of  free upload 
space per file (up to 2000 megabytes plus 
password protection with a paid premium 
subscription).

Storage durations: If  you use any of  these 
services to transfer files, carefully investigate 
how long the service keeps the files on their 
server. If  they don’t automatically delete the 
files for you within a short period of  time, 
leave yourself  a note to ensure you won’t  
forget to delete the file once the client has  
received it. You do have to place a measure 
of  trust in the integrity of  the people who 
operate these services, but given that their 
business depends on demonstrating their  
integrity, such services are a safe bet for most  
purposes.

•	 SendThisFile (http://sendthisfile.com) offers  
a free service with no stated maximum file 
size, but with minimal security and only  
3 days to download the file, or a paid ser-
vice with full security and various “business  
account” options.

http://www.dropload.com
http://www.mediafire.com
http://megaupload.com
http://sendthisfile.com
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•	 Yahoo offers 30 megabytes of  free storage 
via their Briefcase service (http://briefcase.
yahoo.com).

•	 YouSendIt (www.yousendit.com) offers free 
uploads of  up to 1000 megabytes via a secure 
channel, accessible only by those to whom 
you give the file's Web address. There are 
also paid "business solutions" that were not 
defined when I was writing this book.

http://briefcase.yahoo.com
http://briefcase.yahoo.com
http://www.yousendit.com



